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vyhodnoceni (SREP) a dopady na dohledové

hodnoceni kapitalové primérenosti
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Regulatory Update
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Regulatory Update

Capital requirements regulation changes
2021

ﬂ——

EBA GL on IRRBB and

RTS on standard
methodology for
evaluating interest rate
risk
RTS on supervisory
shock senarios, common
modelling and

Guidelines on
benchmarking
remuneration and
gender pay gap

RTS on connected clients
under the large exposure
framework

G-SIB leverage ratio £BA to publish report on
buffer requirement impact of SA-CCR
application date (CRR2)

Guidelines
accompanying report on
variable element of
remuneration

parametric assumptions
CRR2/CRD5 and what constitutes a
largre decline under the
interest rate risk
framework Application date for
Intermediate Parent
Undertaking (IPU)

requirements

EBA reporting template

on intermediate Parent
Undertaking and third
country branches

Application date for
class 2 IF to disclose
prudential information
on ESG

EBA draft RTS on

IFR/IFRD liquidity risk
management

Investment firm ESG
disclosure obligations
under IFR to apply

EBA RTS on liquidity risk
management

EBA draft guidelines on
exempting Class 3
investment firms from
liquidity requirements

EBA draft guidelines on
exempting Class 3
investment firms from

EBA guidelines on
benchmarking internal
models

liquidity requirements
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Regulatory Update

Basel Ill/ Fundamental Review of Trading Book and MREL/BRRD2 updates

Basel lll/
FRTB

MREL/
Securitization

2021

RTS on PD and LGD for
default risk model under
the IMA

18% MREL for G-SIBs
under BRRD2 will apply

I
1
T

13.5% MREP for ,top-
ties” banks under BRRD2

will apply

EBA GL on loan
origination and
monitoring will apply to
existing loans and
advances that require
renegotiation or
contractual change

EBA Report on the
impact of MREL
requirements

European Commission legislative proposal for review of
BRRD

EBA Report on
performence-related
triggers in the
securitization network

© 2022 Pro vice informaci kontaktujte Deloitte Ceskd republika.

EBA Gudielines on
calculation of K-IRB
for dilution and credit
risk

EBA RTS on synthetic access spread

———————————————————————ﬂ——

EBA Guidelines on the
harmonised
interpretation and
application of STS
synthetic
requirements under
the Securitization
Regulation

1 1 1

BCBS deadline for the
revised market risk
framework to be
implemented

Target implementation
date for the revised STA
for Credit risk

Target implementation
date for the revised
approach to Operation
risk

Target implementation

date for finalised LR and
G-SIB LR buffer

Target implementation
date for the revised
framework for SFTs

Target implementation
date for the Pillar 3
framework

Target implementation
date for the CVA risk
framework

Target implementation
date for the revised IRB
framework

EBA ITS on mapping
of the external credit
assessment
institution (ECAI)
credit assessments for
securitisation
positions

20. SETKANI INTERNICH AUDITORU




Regulatory Update

Digital assets and DORA

Digital
assets/DLT

DORA

© 2022 Pro vice informaci kontaktujte Deloitte Ceskd republika.

Draft RTS on the scope
and application,
methodology, and
mechanisms for
supervisory cooperation
of threat-led penetration
tests

ESMA call for evidence
on the use of distributed
ledger technology (DLT)

for trading settlement

ESMA consulatation on
amendments to
regulatory technical
standard on regulatory
reporting and
transparency
requirements for the
DLT pilot regime

EU distributed ledger
technology pilot regime
regulation entry into
force

BCBS follow-up consultation on the prudential
treatment of banks exposures to crypto-assets

European Commission consultation on draft voluntary
Cloud standard contractual clauses for financial
services

ESMA guidelines on outsourcing to Cloud service
providers apply to legacy arrangements

EIOPA guidelines on outsourcing to Cloud service
providers apply to legacy arrangements

EU Markets in Crypto-assets regulation entry into force

DORA expected to be
finalised

RTS for ICT risk
management tools,
methods, processes and
policies

ITS on Register of
Information in relation
to all contractual
arrangements on the use
of ICT services provided
by ICT third-party
services providers

EU distributed ledger
technology pilot régime
regulation to apply

ESMA report on new data collection approaches under
DTL pilot regime

fg*\\\_

RTS to specify further
the elements which a
financial entity needs to
determine and assess
when subcontracting
critical or important

RTS on the supervision
of critical ICT third-party
providers
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Regulatory Update

ESG and Climate risk managment
2021

European Commission proposal for prospectus
disclosures

European Commission |
decision on extension of
EU Ecolabel to financial
products

European Commission
Delegated Act on
Climate change
mitigation and Climate
change adaptation to

European Commission to
adopt Delegated Acts on
additional climate
change objectives

apply
ESG/ Non-financial
Climate risk/ undertakings to begin European Commission

report on the
application of the
Taxonomy and
requirement for
legislative review

disclosing under Article 8
of the EU Taxonomy

Green Bonds

Financial undertakings
to begin disclosing under
Article 8 of the EU

Taxonomy EBA ITS on Pillar 3

reporting of ESG risks
will apply for large listed
LENS

Platform on Sustainable
Finance to publish report
on a Social Taxonomy

EBA finalised technical
standards on ESG riske
disclosure standards for
large listed banks

© 2022 Pro vice informaci kontaktujte Deloitte Ceskd republika.
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Application date of DA
for integration of ESG
consideration into MiFID
Il suitability assessments
and organisation
requirements

EBA Guidelines on ESG
risk management

Application of Delegated
Act on additional climate
change objectives

Application date of DA
for integration of ESG
consideration into MiFID
Il product governance
requirements

Application date for
integration of ESG
considerations into
Solvency Il DAs

Application of final
Delegated Act on
complementary
economic activities,
including oil and gas

European Commission
expected to review EU
Climate Transition
Benchmarks and EU-
Paris aligned
Benchmarks

Financial undertakings
to begin disclosing under
Article 8 of the EU
Taxonomy

Application date of Das
for integration of ESG
considerations into

UCITS and AIFMD 5
(t'f\\\
. Non-financial
undertakings to be fully
disclosing under Article 8
of the EU Taxonomy

R

~irst Pillar 3 reporting of
ll ESG risks due

EuGB Regulation
expected to enter in
force and be available

£~ . .
-o1 use Extension in scope of

EBA Pillar 3 reporting of

Entry into torce ot ESG risk

Delegated Act on
additional climate
change objectives

The European Commission is due to extend the scope of the EU
Taxonomy to include activities to support the development of
and investments in low or zero emission data centres and
distributed ledger technologies

Entry into force of Delegated Act on
complementary economic
activities, including oil and gas
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Druha revize Obecnych pokynu pro prezkum
a vyhodnoceni (SREP)



Druhd revize EBA GL on SREP

Druhé revidované znéni Obecnych pokyn( EBA/GL/2022/03 ke spolec¢nym postuplim a metodikdm procesu prezkumu a
vyhodnoceni a zatézového testovani v ramci dohledu EBA publikovala 18. brezna 2022.

@ Prehled procesu SREP podle druhé revize EBA/GL/2022/03:

* EBA GL on SREP byly poprvé zverejnény v prosinci 2014 a vstoupily v platnost od
* Prvni aktualizace probéhla v roce 2017 a revidované pokyny zacaly platit od roku
Monitorovani kli€ovych ukazatell 20109.

* Cilem druhého prezkumu provedeného v roce 2021 bylo harmonizovat pokyny s
dalsim vyvojem v oblasti regulace.

* Tyto revidované pokyny zohledniuji zejména zmény vyplyvajici ze smérnice (EU)
Hodnoceni vnitiniho 2019/878, kterou se méni smérnice o kapitalovych pozadavcich, a nafizeni (EU)
Analyza obchodniho tidiciho a kontrolniho Hodnoceni rizik pro Hodnoceni rizik pro 2019/876, kterym se méni nafizeni o kapitalovych pozadavcich, jakoZ i publikaci

modelu —_— kapital likviditu a financovani dalSich pfislusnych pokynd a technickych norem ze strany EBA.

* Cyklickd povaha hodnoceni SREP prosazuje, aby byl celkovy rémec SREP
pouzitelny na zacatku cyklu SREP. Vzhledem k tomu, Ze se hodnoceni SREP
aplikuje na obdobi kalendafniho roku, plati tyto pokyny od 1. ledna 2023.

* Prislusné organy vsak byly vyzvany, aby zvazily zavedeni revidovanych pokyn jiz
Celkové hodnoceni SREP do soucasného hodnoceni.
Dohledova opatreni
@ Revidované oblasti procesu SREP

© 2022 Pro vice informaci kontaktujte Deloitte Ceska republika. 20. SETKANI INTERNICH AUDITORU 10




Druhd revize EBA GL on SREP

Druhé revidované znéni Obecnych pokyn( EBA/GL/2022/03 ke spolec¢nym postuplim a metodikdm procesu prezkumu a
vyhodnoceni a zatézového testovani v ramci dohledu EBA publikovala 18. brezna 2022.

@ Prehled procesu SREP podle druhé revize EBA/GL/2022/03:

Kategorie instituci
Monitorovani klicovych ukazatell

Klicové kroky procesu SREP:

Kategorizace instituci.

Monitoring klicovych ukazateld.

Analyza obchodniho modelu.

Hodnoceni vnitfniho fidiciho a kontrolniho systému.
Hodnoceni rizik pro kapital.

Hodnoceni vnitfniho Hodnoceni dostate¢nost kapitalové vybavenosti.

Analyza obchodniho tidiciho a kontrolniho Hodnoceni rizik pro Hodnoceni rizik pro

modelu kapital likviditu a financovani

) Hodnoceni rizik pro likviditu a financovani.
systému

Hodnoceni dostatecnosti v oblasti rezerv likvidity a financovani.

L 0 N o 0 A~ W NP

Celkové hodnoceni SREP.

Celkové hodnoceni SREP

Dohledova opatreni
@ Revidované oblasti procesu SREP
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Druha revize EBA GL on SREP
Druhé revidované znéni Obecnych pokyn( EBA/GL/2022/03 ke spolec¢nym postuplim a metodikdm procesu prezkumu a
vyhodnoceni a zatézového testovani v ramci dohledu EBA publikovala 18. bfezna 2022.

@ Prehled skoringového ramce EBA/GL/2022/03:

Skéringovy rdmec

Score pro materidlni Scores rizika likvidity a * Scale: 1 (low risk) -> 4 (high risk)
rizika kapitalu financovani

* Dva typy skore:

a) Pravdépodobnost, Ze riziko kapitalu nebo rizika likvidity a financovani

budou mit materialni dopad (risk score) _

a) Materialita oblasti v ramci rizikového profilu (viability score)

Score

Hodnoceni vnitfniho
Analyza obchodniho o ., Hodnoceni rizik pro Hodnoceni rizik pro
fidiciho a kontrolniho

modelu ) kapital likviditu a financovani
systému

\ \ \ \

Celkové hodnoceni SREP
@ Revidované oblasti procesu SREP

© 2022 Pro vice informaci kontaktujte Deloitte Ceskd republika.
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Oblast AML/CFT v procesu SREP

Druhé revidované znéni Obecnych pokyn( EBA/GL/2022/03 ke spolec¢nym postuplim a metodikdm procesu prezkumu a
vyhodnoceni a zatézového testovani v ramci dohledu, které EBA publikovala 18. brezna 2022, zahrnuje do perimetru

posouzeni i aspekty spojené s oblasti AML/CFT.

Prehled procesu SREP podle druhé revize EBA/GL/2022/03:

Kategorie instituci

Monitorovani klicovych ukazatell

Hodnoceni vnitfniho
Analyza obchodniho o o I, Hodnoceni rizik pro
fidiciho a kontrolniho

modelu ) kapital
systému

Hodnoceni rizik pro
likviditu a financovani

Celkové hodnoceni SREP

Dohledova opatreni

@ Oblast procesu SREP ovlivnéna aspekty AML/CFT rizikové expozice

© 2022 Pro vice informaci kontaktujte Deloitte Ceskd republika.

Organ obezfetnostniho dohledu by v rdmci analyzy obchodniho modelu (BMA) méla
vyhodnotit obezfetnostni dopady ML/TF rizik ve vztahu k obchodnimu modelu banky. Tyto
se vztahuji nejen k produktové zakladné, ale i expozici na obchodni kanaly banky.

Organ obezretnostniho dohledu by méla v ramci hodnoceni vnitfniho fidiciho a kontrolniho
systému vzit v Gvahu vysledky dohledového Setfeni organu dohledu v oblasti AML/CFT.
Kromé& zhodnoceni ukotveni funkce fizeni oblasti AML/CFT je hodnocena adekvatnost
nastavené struktury fizeni vzhledem k obchodnimu modelu banky. Zejména opakované
nebo systémové nedostatky v RKS signalizuji nedostatky v této oblasti.

Oblast AML/CFT je tradi¢né ukotvena v expozici operac¢niho rizika v ramci rizik pro kapital.
Expozice vici ML/FT je hodnocena na zakladé nékolika aspektl (vysledky dohledu AML/CFT,
Casté investigace ze strany narodnich organd, atd.) a také vzhledem k potencidlni expozici v
dlsledku zmén v dalsich posuzovanych oblastech.

Nové je organ obezietnostniho dohledu povinovana hodnotit rizika ML/TF, které mohou
ovlivnit dostupnost likvidity a financovani. NCA vyhodnocuje nedostatky v oblasti fizeni rizik
ML/TF, potencialni expozice a struktura zdrojl financovani aj.

Bottom Line:

V disledku uvedeného je celkové hodnoceni SREP a s nim spojena potencialni dohledova
opatfeni v oblasti kapitalu nové pfimo ovlivnéné fizenim rizik ML/CFT.

Nové tak oblast AML/CFT vstupuje to perimetru obezietnostniho dohledu s potencialné
materidlnim dopadem do stanoveni dodatec¢ného kapitalového pozadavku TSCR.

20. SETKANI INTERNICH AUDITORU 13



Optional: Basel IlI
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The Basel framework has developed over multiple decades, increasing in scope and sophistication.

Basel lll

* Increased regulatory capital for all
banks

* Reduced use of internal modelling
for RWA calculations

* Further market risk requirements
* New securitisation framework

* Much more complex and risk
sensitive

* Very simple in application
* Easy to achieve significant capital

reduction with little or no risk
transfer

* Three pillars approach
* Differentiates between both
exposures and banks

* Enhanced quality of capital

* Additional capital buffers
* Leverage ratio
* Liquidity framework

* More sophisticated standardised
approach for RWA calculations
* Capital floors

* Eligible capital * Eligible capital x * Eligible capital * Eligible capital 5 ) * Eligible capital T
* Minimum capital requirement * Minimum capital requirement W * Minimum capital requirement + Minimum capital requirement W * Minimum capital requirement x
* Market risk * Market risk * Market risk T * Market risk * Market risk x
* Credit risk; standardised risk * Credit risk $ * Credit risk x * Credit risk T * Credit risk T
weightings . g g o
ity * Counterparty credit risk * Counterparty credit risk * Counterparty credit risk 1 ) * Counterparty credit risk
* Securitisation * Securitisation t * Securitisation T * Securitisation
* Operational risk * Operational risk * Operational risk * Operational risk
* Pillar 2: regulatory review * Pillar 2: regulatory review * Pillar 2: regulatory review * Pillar 2: regulatory review
* Pillar 3: market disclosure * Pillar 3: market disclosure xr * Pillar 3: market disclosure T * Pillar 3: market disclosure x
* Leverage ratio * Leverage ratio T
* Liquidity framework * Liquidity framework
New t Changing requirement l Changing requirement No change/ 4 Y ! v
requirement with increasing capital/ with decreasing capital / minimal impact * Large exposures framework * Large exposures framework
operational requirements operational requirements
* Capital floors
2022 Pro vice informaci kontaktujte Deloitte Ceska republika. 20. SETKANI INTERNICH AUDITORU 15




The European Commission's CRD6/CRR3 proposal Key

oy e . . . . . . - Derived from Basel accord
Initiatives contained in the amendments to the Regulation and the Directive B o cervc from Basel scord

- Mandate to publish report only

Amending Regulation 575/2013 Amending Directive 2013/36/EU

Output floor adjustments

Supervisory powers (P2R/SyRB)

Independence of CAs ESG

Fit & Proper FOLTF/Authorisation

ESG

Administrative sanctioning

Third Country Branches .
regime

S Geied Supervisory benchmarking of

Cryptoassets

own funds calculation

© 2022 Pro vice informaci kontaktujte Deloitte Ceska republika. 20. SETKANI INTERNICH AUDITORU 16



Pro vice informaci, otazky nebo nezavaznou konzultaci nas nevahejte kontaktovat:

Stépan Pekarek
Senior Consultant
Risk Advisory

spekarek@deloittece.com
+420 735 715 397
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Novinky v oblasti regulace AML/CFT s dopadem

na sektor FSI
Marie Vichrova (Deloitte Risk Advisory)
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Novinky v regulaci AML/CFT

Novela AML zakona €. 253/2018 Sb. (vybér)

Zjednodusena a zesilena kontrola klienta

* Navazani na hodnoceni rizik;

* Zesilena kontrola nové definovand v zakoné, nejenom ve vyhlasce;

*  Nutnost ovéreni ziskanych dokumentl nebo informaci z vice dlivéryhodnych zdrojq;
*  MoiZnost vyuzit pfevzatou identifikaci pro vSechny povinné osoby, nejen Fl;

»  Zakaz retézeni prevzaté identifikace.

Institut povérené osoby

» Zavedeni pozice povérené osoby, kterd propojuje AML problematiku se statutarnim orgdnem povinné osoby a zajistuje, aby tato problematika méla vzdy
dostatecnou vahu pfi rozhodovani vrcholného managementu povinné osoby, v kompetenci této povérené osoby je zafazeno i schvalovani ,,hodnotici zpravy"
instituce.

()

Definice skutecného majitele

*  Novy zékon €. 37/2021 Sb., o evidenci skute¢nych majitell — sjednoceni definice s doporuc¢enimi FATF (napf. i FATCA a CRS definicemi).
*  Upresnujici vyklady Ministerstva spravedInosti.

Novela AML vyhlasky ¢. 67/2018 Sb. (vybér)

*  Upravena povinnost stanovit lh{itu pro interni provéreni mozného podezieni na legalizaci vynosu z trestné ¢innosti nebo financovani terorismu tak, aby byla
povinna osoba schopna ucinné plnit povinnosti k predchdazeni legalizaci vynosu z trestné ¢innosti a financovani terorismu.

* V navaznosti na novelu zakona upresnény napfiklad povinnosti v oblasti zesilené identifikace a kontroly klientd, posiluji se poZzadavky na dokumentovani postup(
povinné osoby a sdileni informaci v rdmci skupiny podnik(

2022 Pro vice informaci kontaktujte Deloitte Ceskda republika. 20. SETKANI INTERNICH AUDITORU 20



Sankéni opatreni vaci Rusku a Bélorusku

Sektorova omezeni

Natizeni Rady (EU) ¢. 833/2014

Technologie
ZboZia (Ptiloha V1)
technologie
pro rafinaci

ropy

Zbozi a
technologie
dvojiho uziti

Luxusni zbozi
(pFiloha XVIII)

Letecky a kosmicky pramysl

© 2022 Pro vice informaci kontaktujte Deloitte Ceskd republika.

Import:

Ocel, Zelezo, drevo
cement, uhli a jind
fosilni paliva,
potravinarské zbozi

Namorni plavba

Energetika

Natizeni Rady (EU) ¢. 765/2006

Export:

Zbozi dvojiho uZiti pro jakékoliv vyuZiti v Bélorusku

Poskytovani technické pomoci, zprostiedkovatelskych sluzeb, financéni
pomoci spojené s DU zboZzi

Import:

Drevo, vyrobky z
cementu, betonu,
kaucukové

Exp(v),rt: : - : pneumatiky,
Zbozi a technologie, které by mohly prispét k vojenskému nebo selezo a ocel

technologickému posileni Béloruska
Vybrané stroje a zafizeni kapitoly 84 a 85 celniho sazebniku

Natizeni Rady (EU) €. 266/2022

Luhansko/Donécko:

Specialni Uzemi Donécka a Luhanska, oblasti Ukrajiny, které
Zbo?¥i pochézejici ze nejsou pod kontrolou viady

specidlniho Gzemi Zakaz nabyvani nemovitosti, poskytovani pajcek ¢i jiné
Donécka a Luhanska financovani, zfizovat podniky atd.

Import:

VyZaduje se presvédcivy
dikaz, ze zbozi
nepochazi z Luhanska/
Donécka

Export:

Zbozi a technologie vhodné pro pouziti v doprave,
telekomunikaci, energetice, prizkumu a tézbé ropy, zemniho
plynu a nerostnych surovin
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Pro vice informaci, otazky nebo nezavaznou konzultaci nas nevahejte kontaktovat:

Marie Vichrova
Specialist Lead
Risk Advisory

mvichrova@deloittece.com
+420 735 715 397
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Dopady zmén cookies na technologie v oblasti

data privacy
Zuzana ReZabkova (Deloitte Risk Advisory)
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Deloitte.

Dopady zmen cookies na technologie v oblasti data privacy

uzana Rezabkova



Cookies jako hlavni téma v hleda¢ku UOOU

Co v pripade nedodrzeni?

Nova uprava Cookies

e 0Od 1. ledna 2022 plati povinnost pro pouziti cookies * Horni hranice sankce je astronomicka: 20 milionti eur
ziskat predchozi prokazatelny aktivni souhlas uzivatele nebo Ctyfi procenta celosvétového obratu.

(tzv. opt-in) s rozsahem a ucelem zpracovani.

* CNIL ozndmil letos v lednu udéleni pokut pro firmy
Google (150 mil. eur) a Facebook (60 mil. eur).




Jak je treba prizpusobit cookie banner?

@ Obsahuje moznost udéleni aktivniho souhlasu

- e @ UZivatel musi mit moznost zvolit si kategorii aplikovanych
(tzv. opt-in) pred ukladanim cookies

cookies

Uzivatel musi mit moznosti si webovou stranku

@ UZivatel ma moznost jednoduchého odvolani
prohlédnout i bez zvoleni jakékoli moznosti

souhlasu

Nesmi byt vyuzivany nekalé praktiky, napr. pred-

ucelu zpracovani zaskrtnutd pole, neexistence tlacitka nesouhlasu apod.

Dodrzuje pozadavek transparentnosti a zaroven i
srozumitelnosti

© O ©

@ Cookies jsou ukladany po stanovenou retencni
lhiitu

@ Evidence udélenych souhlasti a jejich

@ Obsahuje link na komplexni informaci o rozsahu a
prokazatelnost pfi kontrole

By clicking “Allow All”, you agree to the storing of cookies on your device to

enhance site navigation, analyze site usage, and assist in our marketing Customize Settings Disable All Allow All
efforts. Cookie Notice
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Inovace privacy technologii

Cookies consent management
Consent & Preference management
Audit management

Assessment automation

Data Mapping

Vendor risk management

Data governance




Pro vice informaci, otazky nebo nezavaznou konzultaci nas nevahejte kontaktovat:

Zuzana Rezabkova
Manager
Risk Advisory

zrezabkova@deloittece.com
+420 603 996 775
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Novinky v oblasti auditu SWIFT
Jakub Ponec (Deloitte Risk Advisory)
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SWIFT Customer Security Programme — 2022 Update )
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SWIFT Customer Security Programme Deloitte benchmark -
Results based on more than 500 BICs DEIOltte.

Initial Assessment: A1-A3 Final Assessment: A1-A3

= Compliant

58,62%

= Non-compliant

Initial Assessment: A4/B Final Assessment: A4/B

27,78%
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SWIFT Customer Security Programme Deloitte benchmark — A1-A3 type =
Results based on more than 500 BICs DEIOltte.

Initial assessment compliance (A1-A3)

90%
80%
70%
60%
50%

20%
30%
20% I I I
o [ | [ |
11 12 13 14 21 2.2 23 26 2. 3.1 4.1 42 5.1 52 5.4 6.1 6.2 6.3 6.4 7.1 7.2

7 2.10

B Non Compliant Minimum Compliant W High Maturity Compliant

Final assessment compliance (A1-A3)
60%

50%

40%

30%

20%

-l | | | |

- | I 0 | n | | i 1 l
11 1.2 1.3 14 2.1 2.2 2.3 2.6 2.7 2.10 3.1 4.1 4.2 5.1 5.2 5.4 6.1 6.2 6.3 6.4 7.1 7.2

W Non Compliant Minimum Compliant B High Maturity Compliant
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SWIFT Customer Security Program evolution
As of 2021, all SWIFT customers are required to support their self-attestation by an independent assessment

27 controls
16 Mandatory + 11 Advisory

2017
2018

Self-attestation of compliance by 31
Dec 2017

29 controls
19 Mandatory + 10 Advisory

31 controls
21 Mandatory + 10 Advisory
Compliance by 31 Dec 2020

2019
2020

~

-

—— -

Self-attestation of compliance by 31 Dec 2019 for
2019 and 31 Dec 2020 in 2020.

* InJune 2020, SWIFT postponed the need to support
the self-attestation by an independent assessment to
2021.

* v2019 framework can be used also for 2020 self-
attestation.
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31 controls
22 Mandatory + 9 Advisory
Compliance by 31 Dec 2021

2021

-

Community standard assessment by 31 Dec 2021

* Self-attestation must to be completed between July
and December and is then valid till the end of the
following year

» Self-attestation must be supported by an
independent external or internal assessment.

32 controls
23 Mandatory + 9 Advisory
Compliance by 31 Dec 2022

2022

~

Community standard assessment by 31 Dec 2022

* Self-attestation must to be completed between July
and December and is then valid till the end of the
following year

* Self-attestation must be supported by an
independent external or internal assessment.

20. SETKANI INTERNICH AUDITORU 33



Update from SWIFT DEIOitte

e Continuation of early self-attestation
 Framework update only every two years?

* In 2023 control 1.5 will become mandatory; maybe 6.5 and 7.3

e Additionaly there is a number of technical changes in the CSCF — Framework...
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SWIFT CSP Trends Deloitte
®

Some of our predictions for 2022 and beyond

& O

Regulator interest
— Increased Control automation

importance / \

N
5 &

Holistic view on
multiple Cloud
Frameworks
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Thank you for your attention!

Feel free to contact me for more information

© 2022 Pro vice informaci kontaktujte Deloitte Ceskd republika.

Jakub Ponec

Specialist Lead,
Deloitte Advisory Czech Republic

iponec@deloittece.com
+420 773 768 762

https://www?2.deloitte.com/cz/en/

pages/risk/solutions/swift.html

Deloitte.
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Narizeni o digitalni a provozni odolnosti DORA a

jeho dopady na financni subjekty
Martin Antos (Deloitte Risk Advisory)
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Deloitte.

Co je to DORA? A proc vznikla?



DIGITAL OPERATIONAL RESILIENCE ACT
Narizeni EU o digitalni provozni odolnosti financnich instituci

Cilem narizeni je sjednotit a harmonizovat oCekavani v oblasti digitalni a kybernetické bezpecnosti pro cely
financni sektor na evropské urovni.

K i

[ —)

O cem DORA je? Koho se tyka? Datum ucinnosti? Pro¢ mé to Nasledujici kroky
zajima?
Komplexni réamec pro * Tradi¢nich = Ocekavané prijeti v = ZvySovani vyspélosti = Sledovat diskuzi
snizeni rizik finan¢nich instituci roce 2022 kybernetické tykajici se navrhu
kybernetické bezpecénosti narizeni
bezpe&nosti ve " Fintech spole¢nosti = Odkladna Ihata 12-
finanénim sektoru s . o 18 mésicl = Snizeni rizik =V disledku Siroké
odolnost. . yt implementacni
a Zijlstl',c shodu s Easové period
narizenim dostate¢na

Planuje se, Ze pokuty budou moci byt uloZzeny az do vyse 1 % primérného denniho celosvétového obratu organizace.
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Deloitte.

Okruhy pozadavku narizeni DORA



Pozadavky na fizeni
rizik v oblasti IKT

= Soubor klicovych zdsad a
pozadavkd na ramec
fizeni rizik v oblasti IKT

= |dentifikace, ochrana a
prevence, detekce,
reakce a obnova provozu,
vzdélavani a rozvoj a
komunikace

© 2022 Pro vice informaci kontaktujte Deloitte Ceskd republika.

DIGITAL OPERATIONAL RESILIENCE ACT
4 okruhy pozadavkul narizeni DORA

r

Pozadavky na hlaseni
incidentli v rdmci IKT

Harmonizujici pravidla
procesu pro zajisténi,
fizeni a hlaseni
incident(

Zajisténi konzistentniho
a integrovaného reseni
zjisténych incident(

O

Testovani digitalni
provozni odolnosti

Testovani IKT nastrojl a
systému bude pro
vsechny subjekty

Penetracni testy pouze
pro subjekty

klasifikovanych jako
vyznamné

Rizika v oblasti IKT
s tretimi stranami

Obecné zasady pro
spravné rizeni rizik

Povinnost pro financni
subjekty zohlednéni v
outsourcingovych a
vendor smlouvach po
nabyti platnosti narizeni
subjektem

20. SETKANI INTERNICH AUDITORU
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Deloitte.

Casovy ramec implementace



DIGITAL OPERATIONAL RESILIENCE ACT
Casovy ramec implementace

24. zari 2018
Evropska komise
predstavila DORA
regulaci

4. Cervna 2018
Posledni naplanovana

Léto 2022
Konecné znéni
regulace vstoupi
v platnost

diskuse s radou EU pred

prvnim ctenim
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36 mésici po
piijeti regulace
Clanky 23 a 24 se
stavaji ucinnymi

12 mésicli po prijeti regulace
Nafizeni se stava ucinnym

s vyjimkou ¢lankl 23 a 24, které se
tykaji pokrotilych testl (penetraéni
testovani na zakladé hrozeb)

2024

Planované datum pro zavedeni
balicku digitalnich financi
(Digital Finance Package)
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Deloitte.

Dodrzovani pozadavku a DORA Readiness
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DIGITAL OPERATIONAL RESILIENCE ACT
Dodrzovani pozadavk( a DORA Readiness

Rostouci zavislost ve vyuzivani tretich stran ma za
nasledek odpovidajici narlst provozniho rizika

Posileni provozni odolnosti SirSiho financniho sektoru
je zasadni pro celou EU

Financni subjekty by mély diskuzi tykajici se navrhu
narizeni bedlivé sledovat

V disledku Siroké osobni plisobnosti, nemusi byt
implementacni ¢asova perioda dostatecna
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DIGITAL OPERATIONAL RESILIENCE ACT
Jak muize Deloitte pomoci?

Posouzeni, zda poskytovatelé
ICT tretich stran spadaji do
kritické kategorie

Provedeni analyzy nedostatkd
ve spolecnosti

Deloitte

Optimalizace proces( pro
hlaseni incidentd
Zavedeni spolehlivych procesu
pro fizeni rizik

Pomoc se zavedenim ramce

penetracniho testovani pro
kritické spolecnosti
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DIGITAL OPERATIONAL RESILIENCE ACT
Pro vice informaci, otazky nebo nezavaznou konzultaci nas nevahejte kontaktovat:

Jakub Héll
Tel: +420 734 353 815

E-mail: jholl@deloittece.com

Martin Antos
Tel: +420 734 783 919

E-mail: mantos@deloittece.com

Stépan Pekarek
Tel: +420 778 764 214

E-mail: spekarek@deloittece.com

Deloitte web: DORA: Narizeni EU o digitalni provozni odolnosti financnich instituci (deloitte.com)
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Risk Advisory tym

Jan Seidl
Director
Risk Advisory

jaseidl@deloittece.com
+420 739 647 334

Raul Garcia Rodriguez
Director

Sustainability Services
Risk Advisory

rgarciarodriguez@deloittece.com

+420 778 768 546

Lucia Roncakova
Senior Manager
Accounting and Internal
Controls

Risk Advisory

Ironcakova@deloittece.com
+420733 593671
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Martin Kubacka
Director
Risk Advisory

mkubacka@deloittece.com
+420 776 306 694

Martina Solska
Manager
Sustainability Services
Risk Advisory

msolska@deloittece.com

+420 736 696 646

Jakub Holl

Senior Manager
Accounting and Internal
Controls

Risk Advisory

jholl@deloittece.com
+420 734 353 815

Tomas Mihacik
Senior Manager
Risk Advisory

tmihocik@deloittece.com
+421 910 820 005

Lenka DuriSova
Manager
FinCrime

Risk Advisory

Idurisova@deloittece.com
+420 774 367 553

David Korniet

Manager

Operational risk
management, internal audit
Risk Advisory

dkorniet@deloittece.com
+420 735 703 352
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Panelova diskuze: Novinky v
oblasti regulace ESG s
dopadem na FSI

Viera Kucerova (ACCA Global)

Ondrej Fiser (Ministerstvo financi)

Richard Jurik (Ministerstvo Zivotniho prostredi)
Martina Solska (Deloitte Risk Advisory)

Filip Hlousek (Deloitte Legal)

Moderuje: Stépan Pekarek (Deloitte Risk Advisory)
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Disclaimer

Tento dokument byl pfipraven vyhradné za Gcelem poskytnuti informaci pro ucely XX.setkdni internich auditor( ve finanéni oblasti dne 28/6/2022.

Informace obsazené v tomto dokumentu byly spole¢nosti Deloitte sestaveny na zakladé informaci z verejné pristupnych zdrojt, které spole¢nost Deloitte pravidelné pouziva, avsak neovéfuje. Informace zohlednuji soucasny stav a stanoviska
spolecnosti Deloitte k dnesnimu dni, které se vSak v case mohou zménit. Pokud by doslo ke zméné poZzadavk(, mohou byt ovlivnény i informace obsazené v tomto dokumentu.

Tento dokument miZe obsahovat dlivérné materidly, které jsou majetkem spolecnosti Deloitte. Tento dokument (ani jakdkoliv jeho ¢ast) nesmi byt rozmnoZovan, déle distribuovan nebo predan, pfimo ¢i neptimo, jakékoliv treti strané bez
predchoziho pisemného souhlasu spolec¢nosti Deloitte. Pfipadné finan¢ni informace obsazené v tomto dokumentu mohou byt pouze predbézné a nebyly auditovany.

Za obsah ¢i Uplnost tohoto dokumentu nenese Deloitte Zadnou odpovédnost a byl vydan vyhradné za iéelem uvedenym vyse, nema slouzit Zadnému jinému ucelu. Tento dokument neposkytuje Zadné ujisténi a nevztahuje se na néj zadna
zéruka, at uz pfima ¢i nepfima, spole¢nost Deloitte, ani jeji ¢lenské firmy a spfiznéné subjekty nebo partnefi, zaméstnanci, zastupci ¢i dalsi osoby neodpovidaji za pfesnost, Uplnost ¢i spravnost informaci obsazenych v tomto dokumentu,

pfipadné jinych dostupnych informaci podanych ustni formou a jakoukoliv takovou odpovédnost vyse uvedené subjekty odmitaji.

Tento dokumentem nepredstavuje smlouvu mezi adresatem a Deloitte.
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